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Listing. W hile M r. Keener did not agree with certain com ponents of the finding, he 
outlined specific steps of corrective action in response to the audit concern s. 

Noncom pliance W ith Disaster Assistance Program 

During the year ended June 30, 1996, ORM retained Disaster Assistance program 
m onies to which the offi ce was not entitled. As a result of flooding in a declared disaster 
area, ORM rece ived funds under the Disaster Assistance  program (CFDA 83.516) 
through the Louisiana Office of Emergency Preparedness (OEP). The funds were for 
losses to pro perty and to reim burse insurance  deductibles to various state agencies. 
However, ORM rece ived duplicate reimbursements totaling $11,876, and also did not 
disburse insurance  deductibles to 12 state agencies totaling $2,700. In addition, ORM 
did not file quarterly reports tim ely, as re quired by the OEP. 

ORM shoutd forward the $2,700 of disaster assistance  funds to the state agencies for 
which they were intended and should refund duplicate re imbursements of $11,876 to the 
OEP. In addition, ORM should ensure that all reports require d by grantor agencies are 
filed timely. In a letter dated Decem ber 27, 1996, M s. Evon L. W ise, State Risk 
Assistant Director, concurred with the finding and outlined the corrective action taken by 
the departm ent. 

The recommendations in this report represent, in our judgment, those most likely to bring about 
beneficial improvem ents to the opera tions of the office . The varying nature of the 
recom mendations, their im plementation costs, and their potential im pact on opera tions of the 
office should be considered in reaching decisions on courses of action. The findings re lating to 
the office 's com pliance with applicable laws and re gulations should be  addressed im mediately 
by m anagem ent. 

By provisions of state law, this report is a public document, and it has been distributed to 
appropriate public offi cials. 

M GT:BJJ:dl 

Daniel G. Kyle, CPA, CFE 
Legislative Auditor 
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user's access
, including lim its on claim paym ents and reserves for 

paym ents. 

Employees in the contract section who should not have access to 
approve paym ents, som etim es use another em ployee's sign-on and 
password to approve payments suspended for review. 

Im proper data fields were used for reserve input in error, Unused fields 
should be restricted from input by Corporate Systems. 

The offi ce  has not provided sufficient instructions to other agencies for 
using the Claims Loss Listing provided to them by O RM , In addition, 
agency address changes were not input timely by ORM . 

After our audit period, fiscal year 1996, it was discovered that an adjuster who had been 
em ployed by O RM approxim ately 90 days was alleged to have m isappropriated 
$39,000, through the falsification of claims and supporting documentation. The 
em ployee was term inated and legal action is being pursued. 

Failure to develop and im plem ent an adequate control structure over claim s and related 
contractual payments m ay re sult in errors and/or irregularities that are not detected in a 
tim ely m anner. 

O RM should im plement procedures over claim s and related contractual payments to 
ensure adequate documentation and approval of those payments, M anagement should 
provide for adequate segregation of duties to safeguard assets, to ensure that 
accounting data is both accurate and reliable, and that errors and/or irregularities are 
being detected in a timely m anner, including procedure s to stre ngthen the integrity of 
the EDP functions. In a letter dated January 15, 1997, M r. Seth E. Keener, Jr., State 
Risk Director, stated that the office  has m ade significant changes and im provem ents in 

the areas of internal control, beginning in February 1996. The majority of these changes 
were m ade from M ay through September of 1996, before and during the time that the 
auditors were conducting the audit. The auditors were m ade aware of the changes and 
improvements being instituted, which include (1) a complete revision of check writing 
procedures, including approval of forecasts; (2) segregation of check preparation and 
check distribution duties; (3) revision of approval documents that allow ORM to more 
easily record and track payment approvals; (4) a complete security review of user 
capabilities for computer systems; (5) a reorganization of contract personnel into the 
accounting unit and reassignment of duties to ensure segre gation of duties and 
increased accountability; and (6) new instructions to agencies for use of the Claims Loss 
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budget, however, in the 96/97 budget our TO was cut by four positions. Additiona 
positions will be requested in the 97/'96 budget." 

ntarnal Control Deficiencies 
Related to Claim Paym ents 

O RM has not exercised adequate controls over claim s related paym ents. A good 
intern al control stru cture should provide for adequate segregation of duties to safeguard 
assets, to ensure that accounting data is both accurate and reliable, and that errors 
and/or irregularities are detected in a timely m anner. In addition, EDP controls are 
necessary to preserve the system 's integrity and to provide reliance on the re sults 
produce d by the system . During the year ended June 30, 1996, the office  proce ssed 
approximately $142 million in claims and re lated contractual payments. In our 
consideration of the intern al contro l structure , we noted the following weaknesses: 

For 7 of 67 claims payments tested, documentation was not on file to 
support how the exact amount of payment was determ ined for cases 
totaling $6,517,692. 

For 13 of 23 claim s paym ents tested, it was im possible to discern who 
incre ased payment reserves for a total of $2,700,500. Employees did not 
follow the ORM policy of denoting the person who adjusts reserves for 
future  paym ents. 

ORM does not require in-house approvals for payments to satisfy court 
judgments. Payments can be made by an adjuster without supervisory 
approval. 

Persons who proce ss printed checks have EDP acce ss allowing them to 
schedule payments and unsuspend payments waiting for approval. This 
incre ases the risk of im proper paym ents. 

In three observations of the check-write procedures, we observ ed 
paym ent forecasts that were not approved by superv isors as required by 
ORM policies. 

O RM did not adequately monitor EDP access granted to employees for 
its outside data service center (Corporate Systems). Existing 
docum entation was outdated and ORM has not re quired Corp orate 
System s to provide accurate security re ports to allow a review of each 
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Lack of Internal A udit Function 

For the third consecutive year, the Office of Risk Management (ORM) does not have an 
effective internal audit function to exam ine, evaluate, and report on its intern al control 
system and to evaluate the extent to which its em ployees com plied with that control 
system . Act 16 of the 1995 Regular Session of the Louisiana Legislature re quires 
agencies with budgets in excess of $30 million to use existing program resource s and 
table of organization for the purpose of establishing an internal auditor position. In 
addition, considering the size of ORM's reported assets ($91,362,721) and revenues 
($207,017,933), an effective internal audit function is important to ensure that ORM's 
assets are safeguarded and that ORM 's policies and procedure s are  uniform ly applied. 

ORM should establish an effective intern al audit function. In a letter dated Septem ber 6, 
1996, M s. Evon L. W ise, State Risk Assistant Dire ctor, stated that budgetary restrictions 
have prevented the office  from com plying with this require m ent. An additional position 
was requested but not approved. 

Lack of Review of O riginal Docum entation 

For the third consecutive year, O RM is not perform ing, on a sam ple basis, a field review 
of the original source documentation to support billings by contract attorneys. W e noted 
that for fiscal year 1996, contract attorneys were com pensated and/or reim bursed 
approximately $10.5 million for expenses that included legal services and other 
expenses such as telephone, copying charges, postage, et ce tera. In support of 
expenses, it is a practice of ORM to acce pt from attorneys, copies of re ceipts and 
sum m aries of time worked for legal serv ices substantiated by an affidavit. Claim 
adjusters then perform desk reviews of these copies of supporting documents using the 
contract and ORM 's billing guidelines as the criteria for review. 

A field review of odginal source documentation has not been conducted since  1990. 
Considering the m agnitude of paym ents to contract attorn eys each year, an adequate 
internal control structure would re quire that ORM perform a field review, on a sample 
basis, of original source documentation to ensure that billings are accurate and 
expenses are allowable. 

ORM should conduct field reviews on a sam ple basis of original source  docum entation 
m aintained by the contract attorneys to ensure that ORM is being propedy billed. In a 
letter dated Septem ber 6, 1996, M s. Evon L. W ise, State Risk Assistant Dire ctor, stated, 
"In order to conduct the re comm ended field audits the Office of Risk M anagement will 
need to hire personnel for this purpose. W e requested additional positions in the 96197 
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As part of our audit of the State of Louisiana's financial statem ents for the year ended June 30, 
1996, we conducted certain procedures at the Office of Risk M anagement. Our procedures 
included (1) a review of the office 's internal control structure; (2) tests of financial transactions; 
(3) tests of adherence  to applicable laws, regulations, policies, and procedures governing 
financial activities; and (4) a review of compliance  with prior year report recommendations. 

The June 30, 1996, Annual Fiscal Report of the Office of Risk M anagement was not audited or 
re viewed by us, and, accordingly, we do not expre ss an opinion or any other form of assurance  
on that report. The office 's accounts are an integral part of the State of Louisiana's financial 
statem ents upon which the Louisiana Legislative Auditor expresses an opinion. 

O ur procedures included interviews with m anagem ent personnel and selected offi ce personnel. 
W e also evaluated selected documents, files, re ports, system s, proce dures, and policies as we 
considered necessary. After analyzing the data, we developed re com mendations for impro ve- 
ment. W e then discussed our findings and re comm endations with appropriate m anagement 
personnel before subm itting this written report. 

In our prior report on the Office  of Risk M anagem ent for the year ended June 30, 1995, we 
reported three findings relating to the internal audit function, settlements, and the review of 
original documentation. The offi ce  m ade substantial progress in re solving the settlements 
finding and it is not repeated in this report. The rem aining findings on intern al audit function 
and the re view of original docum entation are  addre ssed again in this report. 

Based upon the application of the procedure s referre d to previously, all significant findings are 
included in this re port for m anagement's consideration. 
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