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SLIDELL M EM ORIAL HOSPITAL A ND M EDICAL CENTER 

CONSOLIDATED BALANCE SHEETS 
DECEM BER 31, 1999 AND 1998 

ASSETS 

CURRENT A SSETS: 
Cash and cash equivalents 
Patient accounts receivable, net of allowance for u~collecfible 
accounts of $8,695,237 in 1999 and $4,476,792 in 1998, respectively 
Assets whose use is limited - required for current liabilities (Note 2) 
Inventories 
Prepaid expenses and other receivables 

Total current assets 

ASSETS \VIJOSE USE IS LIM ITED OR RESTRICTED 
By board or unde~ indenture agreem ent for capital 
improvements and debt service (Note 2) 

LAND, BUll.DINGS AND EQUII'MENT (Notes 5 and 9)' 
Land and improvem ents 
Buildings 
Equipm cm 
Less accunm lated depreciation and am ortization 
Construction in progress 

Total land, buildings and equipm ent 

OTIIER ASSE'I ,'S: 

lnvestnaent in affiliated organizations (Note 10) 
Bond issuance costs, net of accum ulated anlorlizatiou of 
$522,735 in 1999 and $428,067 in 1998, respectively 
Goodwill, net of accum ulated anlortization of 
$134,266 iu 1999 and $3,089 in 1998, respectively 

LIA BILITIES A ND FUND BALANCE 

CURRENT IAABIIATIES: 
Trade accounts payable 
Salaries, wages and benefits payable 
AccnJed vacation payable 

Accrued intelcst and other expenses (Note 8) 
Anrnunts due to third-party payors (Note 3) 
Amounts due within one year on capital lease obligations 
and long.term debt (Notes 5 and 6) 

Total cortcnt liabilities 

CAPITAL LEASE OBLIGATIONS, less am ounts due within one 
year (N ote 5) 

LONG-TERM I)EBT, less amounts due within one year (Note 6) 
FUN D BALANCE 

TOTAL 

See notes to consolidated financial statements. 
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1999 1998 

$ 1,064,313 $ 4,104,724 

24,739,084 
840,582 

1,740,021 
1.736.760 

30.120,760 

17,862,565 
841,150 

1,700,585 
2.055.124 

_ 
26,564~148 

4.088,075 20.374.277 

4,541,549 
50,406,259 
43,977,219 
(48,664,334) 

_  6~412,Z792 

_  
56~ 673~4485 

4,601,711 
49,889,925 
39,219,534 

(43,450,887) 
1.517.330 

2,600.155 

1.350,154 1.407.822 

1,209,205 

2,559,359 

$103.441,679 

$ 6,217,994 
1,091,572 
1,354,385 
1,931,673 
743,297 

479 

4.008A56 

$ 3,730,997 
1,820,148 
1,215,724 
1,695,125 
154.028 

_4,~ 19 3,062,176 

_  15,~ 40 11,678/,~9898 

1.089,129 1.788.576 

39,852,123 

. 4713~ g908~ 

35,275,095 

53.982.625 

$102.724.494 



SLIDELL M EM O RIA L HO SPITA L. A ND M EDICA L CENTER 

CO NSOLIDATED STATEM ENTS O F REVENUE, EXPENSES AND 
CHANGES IN FUND BALANCE 
YEARS ENDED DECEM BER 31.1999AND 1998 

REVEN UE: 
Net patient service revenue (Notes 3 and 6) 
Other revenue (Note 5) 

Total revenue 

EX PEN SES 
Salaries and wages (Note 7) 
Employee benefts (N ote 7) 
Supplies and m aterials 
Other direct expenses (Note 5) 
Professional fees 
Purchased services 
Provision for bad debts 
D epreciation and am ortization 
Interest 

Total expenses 

REV EN U E IN EX CESS OF EX PEN SES BEFORE 
N E'I" LO SS 1N AFFILIATED ORGAN IZATION 

1999 1998 

$ 89,995,690 
3,258,669 

_  
93,254,359 

35,519,675 
9,659,917 
14,803,176 
8,083,277 
4,362,847 
4,802,516 
6,075,238 
6,481,837 
2,439,625 

92,228,108 

$ 83,954,410 
3.645.394 

87.599.804 

34,159,723 
9,159,145 
13,038,013 
7,644,564 
3,413,215 
3,878,796 
4,509,753 
5,841,605 
2.321.157 

83.965,971 

1,026,251 3,633,833 

NET 1X)SS IN AFFILIATED ORGANIZATION (Note 10) _  (7,869,78~ ) 

(DEFICIENCY IN) EXCESS OF REVENUE OVER 
EXPEN SES AN D LO SSES 

FUND BALANCE AT BEGINNIN G OF YEAR 

FUND BALAN CE AT EN D OF Y EAR 

See notes to consolidated financial statem ents. 
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(6,843,538) 3,633,833 

53,982,625 50.348.792 

$53.982.625 



SLIDELL M EM O RIA L HO SPITA L A ND M EDICA L C ENTER 

CO NSO LIDATED STATEM ENTS O F CASH FLOW S 
YEARS ENDED DECEM BER 31, 1999 AND 1998 

1999 1998 

OPERATING ACTIVITIES: 
(Deficiency in) excess of revenue over expenses and losses $ (6,843,538) $ 3,633,833 
Adjustments to reconcile (deficiency in) excess of revenue 
over expenses and losses to net cash provided by operating 
activities: 
Net loss in affiliated organization 
Depreciation and am ortization 
Provision for doubtful accounts 
Interest expense 
Loss on sale & capital assets 
Interest incom e 
Changes in operating assets and liabilities 
Patient accour]ts receivable, net 
Inventories and other operating assets 
Accounts payable and other accrued expenses 

N et cash provided by operating activities 

CAPITAL AND RELATED FINANCING ACTIVITIES 
Receipts from sale of capital assets 
Paym ents for acquisitions of land, buildings and equipm ent 
Proceeds from issuance of long-term debt 
Paym ent of bond issuance costs 
Principal paid on capital lease obligations and long-term debt 
Interest paid on capital lease obligations and longqerm debt 

7,869,789 
6,481,837 
6,075,238 
2,439,625 

99,569 
(757,434) 

(12,951,757) 
303,919 

2,595~492 

5,841,605 
4,509,753 
2,321,157 
108,912 

(1,909,480) 

(7,054,314) 
(1,185,346) 
(2,183,794_) 

5,312,740 4,082,326 

320,969 
(11,212,305) 
6,200,0(10 
(37,000) 

(3,062,176) 
_  21~,312,21 S_) 

51,395 
(9,791,269) 

(2,717,558) 
._ ..(2,430,09.~) 

Net cash used m capital and related tinancing activities (10,102,730~  .~ 4,887,527~  

IN VESTIN G A CTIVITIES: 
Decrease in assets whose use is lim ited or restricted 
Receipts of interest earned 
Investm ents in affiliated organizations 
Capital contributions to affiliated organization 

Net cash pro vided by investing activities 

(DECREASE) INCP, EASE IN CASH AND CASH 
EQUIVALENTS 

6,286,770 
732,443 

_ ~ 69,634~ 

1.749.579 

(3,040,411) 

('ASH AN[) ('AStt EQUIVALENTS AT BEGINNING OF YEAR 4,104,724 

CASH AND CASH EQUIVALENTS AT END OF YEAR $ 1,064,313 

N ON-CASH TRA NSACTIONS: 
Increase in capital lease obligation and equipm ent $ 

D urin g fiscal 1999, the Hospital purchased a radiation clinic with an acquired value of 
$357,341 and in exchange issued $1,700,000 of cerfificates of indebtedness. (Note 6) 

See notes to consolidated financial statem ents 
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10,855,608 
1,877,504 
(1,324,556) 

11.408.556 

603,355 

3.501.369 

$ 4.104.724 

$ 1.600.598 



SLIDELL M EM O RIA L HO SPITA L A ND M EDICA L CENTER 

NOTES TO CO NSOLIDATED FINANCIAL s'r'ATEM ENTS 
YEARS ENDED DECEM BER 31, 1999 AND 1998 

O RG ANIZATION AND SIGNIFICANT ACCOUNTING POLICIES 

Organization - St. Tammany Parish ttospital Service District No. 2 (the District), d/b/a Slidell M emoria 
ltospital and M edical Center (the Hospital), is a nonprofit corporation organized as a political 
subdivision of the State of Louisiana. The governing authority of the District is the St. Tamm any Parish 
Council (formerly the Policy Jury), which is the governing authority of St. Tammany Parish, Louisiana. 
The govern ing aulhorJty appoints m embers of the St. Tammany Parish Hospital Service District No. 2 
Board of Commissioners (the Board) to oversee and govern the operations of the Hospital. 

Principles of Consolidation - The consolidated financial statements include the accounts and 
transactions of the Hospital and its member organizations, Camellia Leasing Corporation (Camellia) 
(which was dissolved during 1999), Slidell Memorial ttealth Foundation, Inc. (SMII Foundation), SM H 
Physician Practice Services, Inc. (Physician Practice Services) and Slidell Radiation Center, Inc. (SRC). 
All m aterial intercom pany accounts and transactions have been elim inated in consolidation. 

Basis of Accounting - The Hospital utilizes the accrual basis of accounting for proprietary funds. Under 
Governmental Accounting Standards Board Statement (GASBS) No. 20, Accounting and Financial 
Reporting for Proprietary Funds and Other Governmental Activities 7hat Use Proprietary Fund 
Accounting, the Hospital has elected not to apply Financial Accounting Standards Board (FASB) 
pronouncem ents issued after N ovember 30, 1989. 

Incom e Tax Status - The Hospital is exempt from federal incom e tax under both Section 115 of the 
Internal Revenue Code as a governmental entity and Section 501(a) as a hospital organization as 
described in Section 501(c)(3). The exemption from federal income taxes also extends to state income 
taxes. SM H Foundation has been designated as a not-for-profit organization described in Intern al 
Revenue Code Section 501 (c)(3) and is exempt from federal income taxation under Internal Revenue 
Code Section 501(a). Camellia and Physician Practice Services are taxable not-for-profit corporations. 

1Vet Patient Service Revenue and Related Receivables - Net patient service revenue and the related 
accounts receivable are reported at the estim ated net realizable am ounts from  patients, third-party 
payors, and others for services rendered. The tIospital provides care to patients even though they m ay 
lack adequate insurance or m ay be covered under contractual arrangem ents that do not pay full charges 
As a result, the Hospital is exposed to certain credit risks. 'The Hospital manages such risk by regularly 
reviewing its accounts and contracts, and by providing appropriate allowances. 

Premium Revenue - The Hospital had agreements with health maintenance organizations (HMOs) to 
provide medical services to subscribing participants. Under such agreem ents, the Hospital received 
m onthly capitation paym ents based on the number of the HM O participants, regardless of services 
actually perform ed by the Hospital. Under these agreem ents, the Hospital is liable for paym ents to 
outside m edical providers for hospital services rendered. Capitation paym ents received net of paym ents 
to outside m edical providers approximated $420,000 and $750,000 in 1999 and 1998, respectively, and 
are included in net patient service revenue. During 1999, the Hospital tenninated its capitation 
contracts. 
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M edicare and M edicaid Reim bursentent Pragraats - The Hospital is reim bursed under the M edicare 
Prospective Payment System (PPS) for acute calc inpatient services provided to M edicare beneficiaries 
and is paid a predetermined am ount for these services based, for the m ost part, on the D iagnosis Related 

Group (DRG) assigned to the patient. In addition, the Hospital is paid prospectively for Medicare 
inpatient capital costs based on the federal specific rate. The ltospital qualifies as a disproportionate 
share provider under the M edicare regulations. As such, the Itospital receives an additional paym ent for 
M edicare inpalients served. Except for M edicare disproportionate share reimbursem ent and M edicare 
bad debts, there is no retroactive settlem ent for inpatient costs under the M edicare inpatient prospective 
paym ent m ethodology. 

The Hospital is paid a prospective per diem rate for M edicaid inpatients. The per diem rate is based on 
a pecr grouping m ethodology which assigns a per diem rate to each hospital in the peer group. 

M edicare rehabilitation and home health services are reimbursed on a cost basis, subject to certain 
limitations imposed by governmental authorities. Medicare outpatient services (excluding anabulatory 
surgery, clinical lab and radiology diagnostic procedures), M edicaid outpatient services (excluding 
ambulatory sm'gery and clinical lab), and M edicare bad debts are reimbursed on a cost basis. Outpatient 
ambulatory surgery, radiology and other diagn ostic services rendered to M edicare beneficiaries are 
reimbursed based on a blend of costs, published facility fees and prevailing charges. M edicare and 
M edicaid outpatient clinical lab and M edicaid ambulatory  surgery  are reimbursed based upon the 
respective fee schedules. Effective July 1, 2000, outpatient serv ices rendered to M edicare beneficiaries 
are expected to be reimbursed at prospectively determined rates per procedure. 

Retroactive cost settlements based upon annual cost reports are estimated for those programs subject to 
rettoactivc settlem ent and recorded in the financial statem ents. Final determ ination of retroactive cost 
settlements to be received under the M edicare and M edicaid regulations is subject to review by program 
representatives. The difference between a final settlement and an estim ated settlement in any year is 
reported as an adjustment of net patient service revenue in the year the final settlement is made. 

Cash and Cash Equivalents and Assets W hose Use is Lhnited or Restricted - Cash equivalents and 
assets whose use is limited or restricted are recorded at fair value. The Hospital reports short-term, 
highly liquid investments (that are both readily convertible to known amounts of cash and mature wJlhin 
three months or less from date of purchase) as cash equivalents, excluding amounts classified as assets 
whose use is lim ited or restricted on the balance sheet. A s of D ecenrber 31, 1999 and 1998, the 
Hospital's cash, cash equivalents and certificates of deposit were entirely insured or collateralized with 
securities held by its agent in the Hospital's nam e. 

Investm ents - Investments are reported at fair value with gains and losses included in the statements of 
revenues and expenses. 

haventories - Inventories are valued at the lower of cost (first-in, first-out method) or market. 

Land, Buildings and Equipm ent - Land, buildings and equipm ent acquisitions are recorded at cost 
except for assets donated to the H ospital. D onated assets are recorded at rise fair value of the assets at 
the date of donation. Depreciation of buildings and equipm ent is com puted using the straight-line 
m ethod in am ounts sufficient to am ortize the cost of these assets over their estim ated useful lives. 

Equipm eot held under capital lease obligations has been recorded at the present value of the m ininm m 
lease paym ents. Am ortization of leased assets is included in depreciation and am ortization expense. 
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Goodwill- Goodwill relates to the acquisition of SlidelI Radiation Center during 1999 accounted for 
under the purchase m ethod of accounting. The total purchase price for the underlying assets and 
goodwill was $1,700,000 which was financed by issuing $1,700,000 of certificates of indebtedness. 
Goodwill & approximately $1,350,000 is being amorlized on a straight-line basis over approximately 8 
years. Accumulated amortization was approxim ately $134,000 at December 31, 1999. 

Investment in Affiliated Organizations - The Hospital had two investments in affiliated organizations 
which were accounted for under the cost and equity m ethods. The investnaent accounted for under the 
cost m ethod was a 17%  interest in Southeast M edical Alliance, Inc. This investm ent was recorded at 
approxim ately $2,590,000 at December 31, 1998. As discussed in Note 10, this investm ent was sold 
during 1999. 

Unam ortized Bond Issuance Costs - The costs incurred in connection with the issuance of the 
Hospital's revenue bonds have been deferred and are being am ortized over the life of the bond issues 
Am ortization is included in depreciation and am ortization expense. 

Employee Ilealth attd W orkers' Compensation Insurance - Th e Hospital is self-insured for 
hospitalization and w orkers' com pensation claim s. Estim ated am ounts for claim s incurred but not 
reported are calculated based on claims experience and, together with unpaid claim s, arc included in 
accrued interest and other expenses on the consolidated balance sheet. 

Use of Estimates - The preparation of financial statements in conformity with generally accepted 
accounting principles requires m anagement to m ake estim ates and assum ptions that affect the reported 
am ounts of assets and liabilities and disclosure & contingent assets and liabilities at the date of the 
financial statem ents. Estim ates also affect the reported am ounts of revenues and expenses during the 
reporting period. Actual results could differ from those estim ates. 

A SSETS V~ItO SF U SE IS LIM ITED O R RESTRICTED 

The term s of the Hospital's revenue bond issues require certain funds to be m aintained on deposit with 
the trustee. The funds on deposit with the trustee and funds designated by the Board for capital 
im provem ents as of Decem ber 31, 1999 and 1998 were as follow s: 

Currcnt assets: 
U nder bond indenture: 
Bond debt service account 

N oncur~ent assets: 
Under bond indenture: 
Capital im provem ent account 
D ebt service reserve account 

By board: 
D esignated for capital im provem ents 
O ther 
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1999 1998 

$ 840,582 

$ 4,898,418 
._ ._
4,848!737 

$ 4,351,007 
4.465.670 

9,747,155 8,816,677 

3,845,496 
495

.
424 

11,169,971 
387.629 

$14,088,075 $20,374,277 



Statutes authorize the tlospital to invest in direct obligations of the U .S. Governm ent, certificates of 
deposit of state banks and national banks having their principal offi ce in the State of Louisiana, and any 
other federally insured investm ents, guaranteed investm ent contracts issued by a financial institution 
having one of the two highest rating categories published by Standard & Poor's or M oody's, and m utua 

or trust fund institutions registered with the Securities and Exchange Commission (provided the 
underlying investm ents of these funds meet certain restrictions). The Hospital's funds were invested in 
certificates of deposit and U .S. Governm ent obligations carried at fair value at December 31, 1999 and 
1998. 

3. TIIIRI)-PARTY PAYOR ARRANGEM ENTS 

The ltospital participates in the M edicare and M edicaid program s as a provider of m edical serv ices to 
program beneficiaries. During the years ended December 31, 1999 and 1998, approximately 39% and 
41% , respectively, of the Hospital's gross patient service charges were derived from services provided 
to M edicare and M edicaid program beneficiaries. Laws and regulations govern ing the M edicare and 

Medicaid programs are complex and subject to interpretation. The Itospital believes that it is in 
compliance with all applicable laws and regulations and is not aware of any pending or threalened 
investigations involving allegations of potential wrongdoing. W hile no such regulatory inquiries have 
been made, compliance with such laws and regulations can be subject to future government review and 
intcrpretation as well as significant regulatory  action including fines, penahies, and exclusion from the 
M edicare and M edicaid program s. 

Revenue derived from the Medicare program is subject to audit and adjustment by the fiscal 
intern aediary and m ust be accepted by the United States Departm ent of Health and Hum an Services 
before settlement amounts become final. Revenue derived from the M edicaid program is subject to 
audit and adjustment and must be accepted by the State of Louisiana, Department oftIealth and 
ttospilals before fl~e settlem ent am ounls becom e final. The fiscal interm ediary  has completed its review 
of cslim atcd M edicare and M edicaid settlcm ents for fiscal years ended through D ecem ber 31, 1997. 
Annually, managcment evaluates the recorded estimated settlements and adjusts these balances based 
upon the results of the interm ediary's audit of filed cost reports and additional inform ation becom ing 
available. Although the fiscal interm ediary has not completed its audits of the estim ated settlem ents for 
the year ended D ecem ber 31, 1998 and the year ended D ecem ber 31, 1999, the Hospital does not 

anticipate significant adverse adjustments to the recorded settlements for those years. 

The Hospital has also entered into paym ent agreem ents with certain com m ercial insurance carriers and 
m anaged care organizations. The basis for paym ent to the Ilospital under these arrangements includes 
prospectiveIy determ ined daily rates, discounts from established charges and m onthly capitation 
paym ents. 

4. COM M UNITY BENEFITS (UNAUI)ITED) 

As a com m unity health care provider, the ttospital's stated m ission is "to m eet the needs of our 
custom er by providing excellence in health m aintenance and education services in a com passionate and 
cost-effective m anner." As such, total revenue includes that generated from direct patient care, rentals 
from various m edical office buildings, interest incom e, and sundry revenue related to the operation of 
the llospital and its m em ber organizations. 

The Hospital provides care to patients who m eet certain criteria under its charity care policy without 
charge or at am ounts less than its established rates. Because the H ospital does not pursue collection of 
anm unts determ ined to qualify as charity care, they are not reported as revenue. Charity care provided 
during the years December 3 l, 1999 and 1998, measured at established rates, totaled $5,996,286 and 
$5,328,439, respectively. 
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In addition, the ttospital sponsors or participates in num erous activities to benefit the com m unity. M any 
of these activities are sponsored with the knowledge that they will not be self-supporting or financially 
viable. The 11ospital has conducted a Community Health Assessment to identify health risks in the 
com nm nity. Thro~agh this research, the Hospital has developed wellness and prevention program s that 
target these high-risk areas for a healthier community. 

Annually, the llospital sponsors several health fairs and program s regarding such issues as diabetes, 
breast cancel, prostate cancer, sm oke stoppers, nutrition, exercise, cardiology, w om en's health, 
parenting skills, developm ent topics, etc., to provide the com munity access to health-related 
inform ation. Also, the Hospital provides health screening at no cost or a reduced cost to the com m unity 
Some health screenings include prostate cancer, cholesterol, colorectal, skin cancer, glucose, and 
thyroid screenings. 

The Hospital also donates employees' time and encourages its employees to volunteer for charitable 
organizations and to participate in fund-raising activities. In addition, the tIospital aided various 
conm m nity service organizations through donations and sponsorships. 

LEA SES 

The llospital leases m edical and adm inistrative equipm ent under operating leases w ith term s that vary 
from m onth-to-m onth to five years. Total rental expense included in other direct expenses on the 
consolidated statements of revenue, expenses and changes in fund balance was $765,362 and $762,743 
for the years ended December 31, 1999 and 1998, respectively. 

The l lospital also leases medical equipment under lease agreements accounted for as capital lease 
obligations in accordance with Financial Accounting Standards Board Statem ent No. 13 "Accounting 
for Leases." These capital lease obligations expire at various dates through 2003. The land, buildings 
and equipm ent balances on the consolidated balance sheet include equipm ent under capital lease 
obligations of $3,596,580 and $5,300,032, less accum ulated am ortization of $1,666,590 and $2,324,803 
at December 31, 1999 and 1998, respectively. 

The future m inim um lease paym ents at D ecem ber 31, 1999 for noncancelable leases are as follow s 

2000 
2001 
2002 
2003 

Alnounls representing im puted interest 

Present value of capital lease obligations (including $699,447 
classified as amounts due within one year) 

Operating 
Leases 

$217,596 
94,252 
28,061 

Capital 
Leases 

774,305 
471,795 
360,691 
330,634 

1,937,425 

148,849 

The ttospital and its subsidiary, Cam ellia, lease space to physicians through a combination of cancclable 
and noncancelable lease agreements. Rental income earned under these agreements was $840,595 and 
$948,749 for the years ended December 31, 1999 and 1998. 
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The future minimum lease payments to be received from noncancelable lease agreem ents at 
December 31, 1999 are as follows: 

2000 
2001 
2002 
2003 
2004 

6. LO N G -TERM  DEBT 

Operating 
Leases 

The details and balances of long-term debt at December 31, 1999 and 1998 are presented below : 

1999 1998 

ltospilal Revenue Bonds, Series 1994, described in 
detail below ($1,250,000 due in 2000) 

Hospital Revenue Bonds, Series 1996, described in 
detail below ($731,095 due in 2000) 

l]ospital Revenue Bonds, Series 1999, described in 
detail below ($1,024,008 due in 2000) 

Certificates of lndcbtedncss, Series 1995, described in 
detail below ($194,828 due in 2000) 

Notes payable to physicians, 7% ($123,042 due in 2000) 

Less mnounts due w ithin one year 

$28,860,000 $30,050,000 

5,933,448 6,624,129 

6,200,000 

481,647 

1,700,000 

43,175,095 
3,322~972 

660,652 

37,334,781 
2.059.686 

$ 39,852,123 $35,275,095 

llospital Revenue Bonds - On M ay 5, 1994, the ttospital issued $35 m illion of Hospital P, evcnue 
Bonds, Series 1994 (the 1994 Revenue Bonds) to finance the cost of constructing improvements to the 
ttospital and to defease or liquidate outstanding debl. The bonds arc collateralized by a pledge of the 
Hospital's revenue. Proceeds from the 1994 Revenue Bonds were deposiled with a trustee and 
restricted for the purpose described in the Trust Indenture. 

At December 31, 1999, the 1994 Revenue Bonds consisted of: (1) $10,430,000 of serial bonds with 
interest rates ranging from 5.5% to 6% , payable in annual instanments of $1,250,000 to $1,750,000 
from October 1,2000 to 2006; (2) $5,905,000 of 6,125% term bonds due October 1,2009, with 
mandatory sinking fund requirements of $1,855,000 to $2,085,000 from October 1, 2007 to 2009; (3) 
$4,565,000 of6.125% tem a bonds due October 1,2011, with mandatory sinking fund requirements of 
$2,215,000 and $2,350,000 on October 1, 2010 and 2011; and (4) $7,960,000 of 6.25% term bonds due 
October 1,2014, with m andatory sinking fund requirements ranging from $2,495,000 to $2,815,000 
from October 1, 2012 to 2014. The bonds are subject to redemption prior to maturity, at the option of 
the llospital, on or after October 1, 2004, in whole or in part with prem ium s of up to 2%  of the prineipa 
balance. 
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In connection with the 1994 Revenue Bonds, the ltospital purchased a bond insurance policy issued by 
Ambac Assurance Corporation (formerly Cmmic Lee Insurance Company) which guarantees the 
scheduled paym ent of principal and interest on the 1994 Revenue Bonds. Also, the ttospital entered 

into a Trust Indenture with First National Bank of Commerce (now Bank One) which stipulates certain 
term s and covenants, for example debt service ratios and days of cash on hand, with which the ttospital 
m ust com ply. The Hospital was not in compliance with one of these covenants as of D ecember 31, 
1999, The tlospital has obtained a waiver from the trustee regarding such non-compliance. 

On M ay 5, 1994, the Hospital defeased the 1988 Revenue Bonds outstanding w ith a pollion of the 
proceeds from the 1994 Revenue Bonds. The Hospital created an irrevocable trust to provide for the 
payment and retirement of the outstanding 1988 Revenue Bonds. The Hospital deposited U.S. 
Govern ment Securities with a net carrying value of $10,259,635 into the trust from the proceeds of the 
] 994 Revenue Bonds together with other funds provided by the Hospital. Securities deposited in the 
trust fund, together w ith interest earned, are sufficient to provide for the paym ent of principal and 
interest on the defcased 1988 Revenue Bonds on the respective m aturity dates. The unpaid prin cipal 
balance of the 1988 Revenue Bonds was $6,925,000 at December 31, 1999 

On October 7, 1996, the ltospital issued $8 million of Itospital Revenue Bonds, Series 1996 (the 1996 
Revenue Bonds) to finance the cost of constructing improvements to the Hospitah The 1996 Revenue 
Bonds bear interest at 5.7%  and are payable m onthly in equal installm ents of principal and interest 

totaling $87,533. The 1996 Revenue Bonds are subject to the 1994 Trust Indenture and have been 
issued on a parity with the outstanding 1994 Revenue Bonds. The 1996 Revenue Bonds are subject to 
redemption prior to m aturity, at the option of the llospital, at any tim e, in whole or in part with a defined 
prepaym ent penalty. Essentially, the prepaym ent penalty is equal to the econom ic difference, if any, to 
the original purchaser of the bonds, of obtaining an equivalent loan at the tim e of the redemption. 

During 1966 and 1975, the Hospital issued Revenue Bonds of $625,000 and $2,500,000, respectively, to 
expand and improve Hospital facilities. On October 11, 1988, these bonds were defeased with the 
proceeds of the 1988 Rcvenue Bonds. The Hospital created an irrevocable trust to provide for the 
payment and retirem ent of its outstanding 1966 and 1975 Revenue Bonds. Proceeds from fl~e 1988 
Revenue Bonds were used to purchase U.S. Government securities that were deposited in the 
irrcvocable lrust. The U.S. Govern m ent securities, together with interest earned, are sufficient to 
provide for the paym ent of principal and interest on file defeased Revenue Bonds on the respective 
maturity dales. These bonds had unpaid principal balances of $65,000 and $215,000, respectively, at 
D ecember 31, 1999. 

On December 27, 1999, the Hospital issued $6.2 million of Hospital Revenue Bonds, Series 1999 (the 
1999 Revenue Bonds) to finance the acquisition and construction of improvements, renovations and 
extensions to the Hospital, including, but not lim ited to, routine capital expenditures for inform ation 
technology upgrades, radiation oncology vault and other capital equipm ent. The 1999 Revenue Bonds 
bear intercst at 5% and are payable m onthly in equal installm ents of principal and interest totaling 
$117,002 through January 1,2005, except for the initial payment on February 1, 2000 of $120,446. The 
1999 Bonds are subject to the 1994 Trust Indenture and have been issued in parity with the outstanding 
1994 Revenue Bonds. The 1999 Revenue Bonds are subject "to redemption prior to maturity, at the 
option of the ttospital, at any tim e, in whole or in part with a defined prepaym ent penalty. Essentially, 
the prepayment penalty is equal to the economic difference, if any, to the original purchaser of the 
bonds, of obtaining an equivalent loan at the time of redemption. 



Certificates of Indebtedness - On April 20, 1995, the Hospital issued $1,203,000 in Certificates of 
Indebtedness, Series 1995 (the Certificates) to refinance two promissory notes due in April 1995. 
Principal is payable in m onthly installm ents until 2002. 3"he unpaid principal balances of the 
Certificates bear interest at a rate of 8.5%  which is payable m onthly. The Certificates are secured by 
and payable solely from  the Hospital's excess annual revenues. The H ospital w as in com pliance w ith 
all covenants associated with the Certificates as of December 31, 1999. 

N otes to Physicians - On M arch 1, 1999, the ltospital acquired all the m embership rights of Slidell 
Radiation (?enter, a non-profit m embership corporation. The I~ospital issued $1,700,000 in certificates 
of indebtedness which bear an annual interest rate of 7% and are payable in annual installm ents of 
principal and interest of approximately $242,000 over a period of ten years. 

The combined aggregate amount of maturities and sinking fund requirements of long-term debt for the 
next five years are: 

2000 
2001 
2002 
2003 
2004 
Therealler 

7. EM I'LOYEE BENEFITS 

$ 3,322,972 
3,614,410 
3,671,581 
3,792,624 
4,002,924 
24.770.584 

The tlospital has a qualified noncontributory  defined contribution pension plan which provides pension 
benefits for eligible employees. Em ployees are eligible to participate in the plan when they have a 
m inim um of one year of continuous service. The plan agreem ent requires the H ospital to eonn'ibute a 
percentage of the first $17,500 of com pensation, plus an additional percentage for the portion of 
compensation in excess of $17,500. The percentages to be applied are based on years of continuous 
service and range fi'om .8% to 8% . Participating employees become fully vested immediately in 
tlospital contributions and the interest allocated to their accounts. 

The ttospital's total payroll for the years ended December 31, 1999 and 1998 was $35,519,675 and 
$34,159,723, respectively, and its contributions were determined based on covered salaries of 
$23,801,526 and $22,895,401. During the years ended December 31, 1999 and 1998, the Hospital made 
required contributions to the Plan of $1,122,208 and $1,002,640, respectively (approximately 4.7% and 
4.4% of covered payroll for the years ended December 31, 1999 and 1998, respectively). 

8. RISK M ANAGEWIENT 

The tIospital is involved in litigation arising in the ordinary  course of busine.ss. Claim s alleging 
m alpractice have been asserted against the Hospital and are currently in various stages of litigation. The 
ttospital participates in the Louisiana Hospital Association Trust Fund ('"l'nlst Fund") and the Louisiana 
Patients' Compensation Fund ("Compensation Fund") for insurance coverage on medical malpractice 
claim s. As a participant, the Hospital has a statutory  lim itation of liability which provides that no award 
can be rendered against it in excess of $500,000, plus interest and costs. The Trust Fund provides 
m alpractice coverage for claim s up to $100,000 and the Compensation Fund provides an additional 
$400,000 of coverage. These funds provide the Hospital with m alpractice coverage on an occurrence 
basis up to the $500,000 statutory  lim itation. }tospital m anagem ent has no leasou to believe that the 

- 12 - 



ttospital will be prevented from continuing its participation in the Fund. IAtA ]'rust Fund insures 
general liability up to $1,000,000 per claim . LltA Trust Fund insures excess liability claim s in excess of 
$1,000,000 but limited to $9,000,000 per claim . At December 31, 1999, there were no malpractice 
accruals, the tlospital is fully insured. Additional claim s m ay be asserted against the ltospilal arising 
from ser~,ices provided to patients through December 31, 1999. The ltospilal is unable to deteru aine the 
ultimate cost of the resolution of such potential claim s and, accordingly, no accrual has been m ade for 

Tlae H ospital is se'lf-insured for workers' compensation up to $300,1)b0 per c'mim , and employee hea'llh 
up to $120,000 per claim . A liability is recorded when it is probable that a loss has been incurred and 
the am ount of that loss can be reasonably estim ated. Liabilities for claim s incurred are reevaluated 
periodically to take into consideration recently settled claim s, frequency of claim s and other economic 
and social factors. The Hospital carries com m ercial insurance which provides coverages for workers' 
com pensation and employee health claim s in excess of the self-insured lim its. 

Changes in the 1 lospital's aggregate claim s liability for workers' compensation and employee health for 
the years ended I)ecember 31, 1999 and 1998 were as follows: 

YearEnded 
Decem ber31 

1999 
1998 

9. CO M M ITM ENTS 

Beginning 
ofyear 
Liability 

$ 529,222 
$1,443,765 

Current Year 
Claim s and 
Changes In 
Estim ates 

$ 6,486,708 
$ 5,598,134 

Claim  
Paym ents 

$ 6,430,732 
$ 6,512,677 

Balance at 
YearEnd 

$ 585,198 
$ 529,222 

]'he Hospital has scvcral major construction projects planned or in process, funded by the issuance of its 
revenue bonds. The remaining estimated costs to be incurred related to these projects is approximately 
$2,000,000 as of December 31, 1999. The amount of interest capitalized related to these projects during 
the years ended December 31, 1999 and 1998 is imm aterial to the consolidated financial statem ents. 

At December 3 l, 1999, the Hospital had commitments to acquire approximately $2,500,000 of 
equipm ent which it plans to finance in 2000. 

10. INVESTM ENT IN SOUTH EAST /~EI)ICAL ALLIANCE 

During 1994, Southeast Medical Alliance (SMA) created an HMO joint venture through a Louisiana 
limited liability corporation (LLC). Th e Hospital's interest in the HMO was approximately 17%. The 
LLC owns 100% of the ttM O's com m on stock. M embers of the LLC are insulated from any liability 
for debts and obligations of the LLC and the HM O. The HM O experienced continued operating losses 
and as a result, the Hospital wrote-off its entire investment in SM A during 1999. These losses 
necessitated capital contributions from the Hospital during 1999 of approximately $3,000,000 in order 
to satisfy regulato~T reserve requirem ents of the Department of Insurance of the State of Louisiana. As 
of January 1,2000, SM A was sold, and, as a result the Hospital's stock interest was sold and 
transferred. In conjunction with the sale, the Hospital made a capital contribution of $2,200,000 to 
SM A to cover the Hospital's share of rem aining claim s outstanding. "llae total loss reported in 1999 
related to the disposition of the SM A investm ent was approximately $7,900,000. 
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Telephone: (504} 581-2727 
Facsirnile: (504) 561-7293 

One Shell Square 
701 Poydras Street 
New Orleans, Louisiana 70139 3700 

INDEPENDENT AUDITORS' REPORT ON COM PLIANCE AND O N 
INTERNAL CO NTRO L OVER FINANCIAL REPO RTING BASED UPON THE 
AUDIT OF THE FINANCIAL STATEM ENTS PERFO RM ED IN ACCO RDANCE 
W ITH GO VERNM ENT A UDITING STANDARDS 

M embers of the Board of Com m issioners 
St. Tam m any Parish H ospital Service D istrict No. 2 
Slidell. Louisiana 

W e have audited the financial statements of St. Tammany Parish ttospital Service District No. 2 (d/b/a 
Slidell M emorial Hospital and M edical Center) (the "Hospital"), as of and for the year ended 
December 31, 1999, and have issued our report thereon dated April 21, 2000. W e conducted our audit 
in accordance with auditing standards generally accepted in the United States of Am erica and the 
standards applicable to financial audits contained in Government Auditing Standards, issued by the 
Com ptroller General of the United States. 

Compliance 

As part of obtaining reasonable assurance about whether the Hospital's financial statem ents are free of 
m aterial m isstatem ent, we perform ed tests of its com pliance with certain provisions of laws, 
regulations, contracts, and grants, noncompliance with which could have a direct and m aterial effect on 
the determ ination of financial statem ent am ounts. However, providing an opinion on com pliance with 
those provisions was not an objective of our audit and accordingly, we do not express such an opinion. 
The results of our tests disclosed no instances of noncompliance that are required to be reported under 
Government Auditing Standards. 

ntem al Control O ver Financial Renortine 

In planning and performing our audit, we considered the I]ospital's internal control over financial 
reporting in order to determine our auditing procedures for the purpose of expressing our opinion on 
the financial statem ents and not to provide assurance on the internal control over financial reporting. 
Our consideration of the intern al control over financial reporting would not necessarily disclose all 
m atters in the internal control over financial reporting that m ight be m aterial weaknesses. A m aterial 
weakness is a condition in which the design or operation of one or m ore of the internal control 
components does not reduce to a relatively low level the risk that m isstatem ents in am ounts that would 
be m aterial in relation In the fnancial statem ents being audited m ay occur and not be detected within a 
timely period by em ployees in the norn aal course of perform ing their assigned functions. W e noted no 
m atters involving the internal control over financial reporting and its operation that we consider in be 
m aterial weaknesses. 

DeloitteTouche 
Tohmatsu 



This report is intended solely for the infonnalion and use of the Board of Com m issioners and 
m anagem ent and is not intended to be and should not be used by anyone other than these specified 
parlies. 

April 21,2000 
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Deloitte & 
Touche 

April 21,2000 

M em bers of'the Board of Com m issioners 
St. Tam many Parish Hospital Service 
D istrict N o. 2 

Slidell, Louisiana 

Deloitte & Touche LLP -lelephone: (504) 581-2727 
Suite 3700 Facsim ile: (504) 561-7293 
One Shell Square 
701 Poydras Street 
New Orleans, t.ouisiana 70139-3700 

Dear M em bers of the Board of Com m issioners 

In planning and perform ing our audit of the financial statem ents of St
. Tam m any Parish Hospital 

Service District No. 2 (d/b/a Slidell M emorial l]ospJtal and M edical Center) for the year ended 
December 31, 1999 (on which we have issued our reporl dated April 2 l, 2000), we developed the 
following recom m endations concern ing certain m atters related to the Hospital's internal control and 
certain observations and recomm endations on other accounting

, adm inistrative, and operating m attcrs 
Our com m ents are presented in Exhibit I and are listed in the table of contents thereto

. 

This report is intended solely for the inform ation and use of the Board of Com m issioners
, 

m anagem ent, and others within the organization and is not intended to be and should not be used by 
anyone other than these specified parties. 

W e will be pleascd to discuss these com m ents with you and
, if desired, to assist you in implem enting 

any of the suggestions. 

Y ours truly, 

DeloitteTouche 
TDhmatsu 
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INCREASING SELF-PAY ACCOUNTS RECEIVABLE 

Observation 

EXttlBIT I 

W e noted a significant deterioration in the aging categories for the self-pay accounts receivable financial 
classes during 1999. Self-pay receivables, which include am ounts rem aining due from patients after 
recoveries from insurance and M edicare, carry the greatest credit risk for the ttospital. The Itospital's self- 
pay patient accounts receivable greater than 150 days old increased approxim ately 152%  from $2.9 m illion at 
December 31, 1998 to $7.3 m illion at December 31, 1999. This deterioration appears to be due to a number 
of factors including a conversion to SM S, the lack of a Business Office Director for m uch of the year, the lack 
of bills being produced for several weeks, and a suspension of write-offs of old accounts. A review ofagings 
at M arch 2000 indicates that the deterioration has continued in the first quarter of 2000. 

Self-pay as a percentage of total accounts receivable (net of contractual allowances) is higher than most 
hospitals of sim ilar size in the Greater New Orleans area. Self-pay as a percentage oftotal accounts 
receivable (net of contractual allowances) approximated 20% at December 31, 1999 and 1998, compared to 
self-pay for hospitals of sim ilar size in the Greater New Orleans area ranging from 6%  to 10%  of total 
accounts receivable for 1999 and 1998. 

The ltospital's number of days of net patient revenue in net accounts receivable also remains higher than the 
average of hospitals sim ilar in size and nature. Days in net patient accounts receivable indicates the number 
of days of net patient revenues represented by uncollected patient balances after considering all appropriate 
allowances and deductions. Based upon our computation of data obtained from cost reports of sim ilar not- 
for-profit providers and other high managed care providcrs, the 50th percentile of days revenue in net 
accounts receivable is 66 days; w e understand that the current average for N ew Orleans area hospitals is 
approxirnately 80 days. A t D ecem ber 31, 1999, the Hospital's days in patient accounts receivable was 100 
days; at December 31, 1998 the statistic was 78 days. 

]~.ecommeudati_on 

Difficulties encountered in the system conversion and the absence of a Business Offi ce Director caused the 
flospital to lose grotm d in term s of receivables m anagem ent during 1999, W e recognize thai m anagem ent has 
m ade the tim ely collection of accounts receivable a high priority and recom m end that the 1 lospital continue to 
further evaluate its current practices of m onitoring accounts receivable collections in order to reduce the 
number of days in net patient accounts receivable which, in turn, will im prove cash flow of the Hospital. W e 
also recom m end that the tlospital critically review its adm issions policies to better understand the reasons for 
the high level of self-pay adm issions. 

M anaeem ent Resnonse 

A pernnm ent Business Office M anager started M arch 20, 2000. tte is in the process of a detailed analysis and 
review of accounts receivable. A number of conversion problem s have been identified. Num erous file 
m aintenance corrections have been m ade to patient statem ents, bill generation, and bad debt program s. W e 
have begun to see an increase in self-pay paym ents and should begin to soon realize an improvem ent in the 
aging of this area of accounts receivable. 



ALLO SVANCE FOR UNCONTI~I, CTUALIZED PATIENT ACCOUNTS RECEIVABLE 

.Observation 

M anagement provides an allowance each m onth for accounts which are not autom atically eontractualized by 
the system . The allowance serves as an estim ate of charges which will be reduced under the various contracts 
once the payment on the patient's account is received in full. As the num ber and term s of m anaged care plans 
change during a fiscal year, the expected recovery to the Hospital also changes

. 

Background 

During 1999, m anagem ent implem ented a software application to track the actual recovery  experience in each 
m anaged care contract. Unforttmately, this capability was lost with the implem entation of the SM S system 
late in the year. W e have been informed that these reporting capabilities are scheduled to be restored during 
the stlm m er. 

Recom m endation 

M a 3aRenA; it R c~ ?onse 

W e are currently Iesiing the new extracts which have been written for the TSI system and hope to have them 
in production within the next couple of weeks. Our next step will be to load and process the data for the last 
quarler of 1999 and first quarter of 2000. W e will then have the ability to perfoma the analysis recommended 
on current data. W e w ill incorporate this analysis into our m onthly financial statem ent process

. 

CJIARITY CARE A CCO UNTIN G POLICY 

O.O _bservation 

The }losp 
a! an)ounI 

policy for 

Currently, management is judgmentally allocating a portion of the amounts written offas bad debts to charity 
care expense. W hile it is acceptable to set up an allowance for charity care against the patient accounts 
receivable balance based on historical experience, actual charity care write-offs should be specifically 
identified accounts. 

- 2- 



Recommendafi(~.~ 

The t tospital should develop a written accounting policy for recording am ounts written off for charity care 

M ana~em enl Resnonse 

The Business Office M anager has drafted a policy for the application of charity care. This will be reviewed 
and adopted within thirty days. 

BUSINESS CO NTINUITY PLAN 

Observation 

The tIospital does not have a business continuity plan in place to m inimize the risks associated with computer 
system and facility downtime. Limited steps have been taken to provide recovery capabilities for information 
system s should a disruption in data processing occur. These include the backup of production data and 
program s. Additionally, a business continuity plan that includes user procedures for capturing inform ation, 
m anual processing of critical transactions, future system entry of transactions, and the balancing and verifying 
of inform ation once the system in back on-line, has not been docum ented. "Iqais is a key tim e for the ltospital 
to re-evaluate business continuity needs as it is undergoing significant system changes. 

Business Insig/~ 

Critical clinical and business functions are directly dependent upon computer processing throughout the 
ttospital. W hile m aking regular system backups is a proactive m easure to m itigate potential outages, backups 
alone are not sufficient recovery plans. A contingency plan needs to reasonably ensure that data processing 
services could be efficieutly and effectively resum ed within an acceptable period of time following a disaster. 
W ilhout the im plenaentation of a com prehensive business continuity plan for both inform ation technology and 
user groups to enact it in the event of a processing disruption, the risk of invalid and/or lost inform ation is 
sJgnificanlly increased. 

As the ttospital is undergoing major system changes, this is an opportunity to develop a thorough business 
continuity plan along w ith the new system im plem entations. It is critical to ensure all aspects of business 
processes are included within the plan. 

Recom m endation 

The ttospital should determ ine a strategy for business continuity planning fl~roughout the Hospital. The 
business continuity plan should include the following considerations: 

~ A risk assessm eut in order to prioritize processing of key applications 

~ Identification of critical data files and software 

~ Identification of critical hardware and telecom m unications equipm ent 

~ Docum entation of backup processing facilities and any specific agreem ents concerning such 
facilities 

~ A ssignm ent of specific responsibilities to users and data processing personn el, as well as a process 
to identify change within the organization and m ake updates to ensure the plan rem ains current 
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~ Interim procedures to ensure data is captured and m aintained in order to be entered at the tim e the 
system is available again 

~ Off-site storage of documentation, procedure m anuals, and operation schedules 

~ Procedures for recovery and restart of processing 

Disaster recovery tests should be planned and conducted that involve Information Systems professionals as 
well as end users. The tests should be comprehensive enough to verify the Hospital's ability to bring up 
critical system s and network connectivity in a capacity that end users could access critical applications and 
process transactions from their designated recovery  locations. Inform ation System s and business/clinical 
partners should work together to ensure that, in the event of a disaster or disruption in com puter system 
availability, both data processing and business functions could be recovered with m inim al loss of tim e and 
inform ation. 

M anaeem ent Response 

Developm ent of a detailed and comprehensive business continuity plan as outlined in the auditors 
recommendations is a major undertaking, but as the operations of the Hospital continue to increase the 
reliance on computer system s, the ability to continue to provide patient care and carry on business functions is 
critical. W hile the ]tospital system s are presently all rurming on computer servers that utilize hard disk 
technology that greatly reduces the likelihood that any data could be lost and the systems are backed up 
weekly o1" nightly, depending upon the syslem , to tapes that are stored in the Hum an Resources safe, the 
developm ent of detailed service recovery plans are not yet com plete. Because the developm ent of this plan 
will be resource intensive, proposals for the developm ent of the plan will be requested from various 
consulting firms. 

M O N ITO RIN G AND REVIEW  O F SM S SAIl REPO RT 

Observation 

M onitoring of SM S processing is not taking place. The ttospital has not received or reviewed a Service 
Auditor's Report (SAR) for the SM S datacenter being used. 

Business Insight 

W ithout m onitoring, the I tospital has no way of knowing if they are getting the serv ice defined in their 
contract. The SAR provides a m inim um level of com fort that the SM S dataeentel is secure and genera 
com puter controls are in place. 

Recom m endation 

W e recomm end that the Hospital review the SAR for the SM S datacenter. W e recom m end that the Hospital 
begin m onitoring service provided by SM S to ensure service level agreem ents are being m et. 

M anagem ent Response 

The SAR has since been received and reviewed. Intern al m onitoring of the response being received fiom 
SM S will be developed and compared to the m onthly statistics and service bill from SM S. 
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PO ST IM PLEM ENTATION REVIEW  O F SM S 

.Observation 

A post implem entation review of SM S has not taken place. The Hospital has not reviewed the security and 
controls of the system for appropriateness. Intern al controls for the SM S system have not been evaluated to 
ensure proper functionality. 

.Business~ tt 

W ithout reviewing the current access of SM S, tile Hospital cannot be sure that all test and im plem entation lds 
have been rem oved from the system . Based on a review of the Cash group, several training lds are still 
active. Also, several Ids used during implementation and testing still have high level access. Excess lds on 
the system provide m ore ways of entry from an intruder or even an innocent m istake. Ids which m ight have 
needed high level access for testing, m ay not need the access now. ]n addition, several problems with billing 
functions have oecurred since SM S went live. 

Recom m endation 

The I lospital should assign the responsibility of reviewing and m onitoring SM S users and their access levels 
to departm ent m anagers. Further, policies and procedures regarding m onitoring and reviewing user accounts 
should be documented as part of the ttospital's policies. In addition to access reviews, the Hospital should 
review tile internal controls in the SM S environm ent to ensure proper functionality. 

M anagem ent Response 

A security offi cer has been assigned and will perform a total review of all system security access and get al 
I lospital m anagers to review flleir staff security access. 

SECURITY M O NITORING AND REVIEW  

.Observat~  

Security review and monitoring of platform access, application access, remote access (including intemet 
connectivity) and vendor access is not performed on a regular basis, increasing the risk that unauthorized 
access to information is not being detected in a timely m anner. 

.Business In sig!Lt 

Security review and m onitoring provide an important m echanism in the effort to secure com puter 
environm ents. This process includes the review of item s such as: 

~ Periodic review of users' access privileges to ensure that the assignm ent of access privileges is 
appropriate for the users' job functions and temfinated users have been removed from the system 

~ Daily or weekly review of security violation logs to detect any unauthorized access attem pts at both 
the system and application level 

~ Periodic review of system param eters to detect any unauthorized changes to crilical system sellings 

~ Daily review of rem ote access to the computer environm ents to detect any unauthorized access 
attem pts com m itted by intruders 
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These types of reviews will help ensure segregation of duties is nlaintained, term inated users are completely 
rem oved from all system s, and intruders are detected early to m inim ize potential dam age that m ay he done. 

Recom m endation 

The tlospital should assign the responsibility of security m onitoring and review to key inform ation system 
professionals. Further, policies and procedures regarding security m onitoring and review should be 
docum ented as part of/he Hospital's policies. 

M anal2em ent Response 

The security officer position is being upgraded, and that individual will spend their time only perfonning the 
security m onitoring as recommended by the auditors. This will require the hiring of an additional staff 
m ember to perform the support functions that the security offi cer was performing. 

AS/400 SYSTEM  VAI,UES 

Observation 

Our review of A S/400 System Value settings revealed opportunities to enhance system -level security 

Business Insigh! 

AS/400 System Values are default settings for a variety of program m ed controls designed to protect system 

objects (files, databases, programs, etc.) from unauthorized access and resulting loss, corruption and 
com prom ise. A lthough controls over physical access to the A S/400 are in place, program m ed controls add an 
extra layer of security at a negligible cost. 

Inactive job time-out (QJNACTIV) specifies the inactive job time-out interval in minutes. It specifies 
when the system takes action on inactive interactive jobs. This control helps ensure that improper 
individuals do not access active term inals. 

Limit Device Session (QLM TDEVSSN) is a utility that helps enforce individual accountability by 
restricting users to single sessions. This control also helps reduce the incidence of unattended 
workstations, (as the utility would alert a user if he/she already has a current session). 

M axinmm sign-on attempts allowed (QM AXSIGN) is a control that determines the maximum number of 
sign-on attempts a user is allowed. This control helps ensure that som eone is not trying to gain 
unauthorized access. 

Recom m endation 

W e recom m end changing System Values as per below 

Name Description ] Current Value 
QINACTIV Inactive job time-out ] *NONE 
QLMTDEVSSN Limit Device Session ] F~ 

*NOM AX QM AXSIGN 
Attem pts

S
Allowed ] 
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M anaeem en! Resnonse 

Q1NACTIV is a command that will deactivate a terminal if there is no activity 

Our applications do have security at the application and m enu level, which limit the ability for a 
non-user to m ove around in the application. 

Many of the users of the AS/400 run jobs / reports that take up to and more than one hour 

If inactive job time-out was implemented it could possibility kill some of the processing taking 
place. 

W e will investigate the impact of implementation of this recommendation on Hospital operations. 

QLMTDEVSSN - Limit Device Sessions to one 

W e have lim ited to one and will provide operations, program m ing and other power users who sign additiona 
security statem ent w ith additional sessions. 

QM AXSIGN -- Limit M aximum Signon Attempts Allowed to 3 

W e have set QM AXSIGN to five and after allowing users time to understand new rule we will set to three on 
June 1. 2000. 

PO LICIES AND PRO CEDURES 

Observation 

W e noted that com prehensive policies and procedures have not been developed for all IS functions 
Specifically, we notcd that the following areas could be enhanced with policies and procedures: 

Rem ote access policy thai states what type of users can obtain rem ote access and what the access 
can be used for. 

lntem et usage policy defining who can have Internet access and what the proper uses of access arc 

Program change control procedures that explain who can m ake program changes and how those 
changes are im plem ented into the production environm ent. 

Business Insig_h! 

Policies and procedures are im portant to ensure that comm on processes are followed for all system s and users 
regarding system access and setup. W ithout established policies and procedures access to system resources 
m ay not be consislenlly controlled and contribute to a less secure environm ent. They also aid in employee 
training and transitioning job functions when personnel leave. Documentation will provide basic guidelines 
for users and 1T personnel as they transition into their job position. Additionally, policies and procedures set 
a common standard and provide guidelines to which users can be held accountable. ]f users are not aware of 
intended or acceptable usage of resources they cannot be held to any standard. 
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Recom m endation 

W e recommend that policies and procedures be developed for all areas of inform ation systems. Areas of high 
risk such as program change should be addressed as soon as possible. 

M anagem ent t{esponse 

The departm ent continues to enhance the policies and procedures each m onth arid has developed a procedure / 
police / help m anual to be placed at each term inal. These were scheduled to be distributed by the end of April 
2000. W e also have developed training m anuals for the SM S system oll the proper use of SM S clinical system 
and have perform ed training for all new clinical staff. All new Hospital em ployees receive an introduction 
from the C10 on security in the Hospital's inform ation system s department as well as a general system s 
training and review of policies. 

Procedures for the safeguarding of data and the proper controlled updating of system s are being followed. 
The developm ent of formal policies and procedures for the operation of the IS departm ent is being worked on 
as we address system requirem ents. 

Each 1S departm ent m anager will be given a list of procedures and policies to form alize for the organization 
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